
  

 



  

 

 

 

 

 

 

 

 

 

 

 

 

 



  

 

 

 



  

 



  

 

 

2.1 Hosted Payments Page 



  

2.2 Direct Post 

 

3.1 Checklist 

▪ 

▪ 

▪ 



  

3.2 ASP Example 

 

<html> 

<head><title>IPG Connect Sample for ASP</title></head> 

<body> 

<p><h1>Order Form</h1></p> 

<form method="post" action=" https://test.ipg-online.com/connect/gateway/processing 

"> 

<input type="hidden" name="txntype" value="sale"> 

<input type="hidden" name="timezone" value="Europe/Berlin"/> 

<input type="hidden" name="txndatetime" value="<% getDateTime() %>"/> 

<input type="hidden" name="hash_algorithm" value="HMACSHA256"/> 

<input type="hidden" name="hashExtended" value="<% call 

createExtendedHash("13.00","978") %>"/> 

<input type="hidden" name="storename" value="10123456789" /> 

<input type="hidden" name="checkoutoption" value="combinedpage"/> 

<input type="hidden" name="paymentMethod" value="M"/> 

<input type="text" name="chargetotal" value="13.00" /> 

<input type="hidden" name="currency" value="978"/> 

<input type="submit" value="Submit"> 

</form> 

</body> 

</html> 

 

3.3 PHP Example 

 

<html> 

<head><title>IPG Connect Sample for PHP</title></head> 

<body> 

<p><h1>Order Form</h1> 

<form method="post" action="https://test.ipg-

online.com/connect/gateway/processing"> 

<input type="hidden" name="txntype" value="sale"> 

<input type="hidden" name="timezone" value="Europe/Berlin"/> 

<input type="hidden" name="txndatetime" value="<?php echo getDateTime() ?>"/> 



  

<input type="hidden" name="hash_algorithm" value="HMACSHA256"/> 

<input type="hidden" name="hashExtended" value="<?php echo 

createExtendedHash("13.00","978") ?>"/> 

<input type="hidden" name="storename" value="10123456789"/> 

<input type="hidden" name="checkoutoption" value="combinedpage"/> 

<input type="hidden" name="paymentMethod" value="M"/> 

<input type="text" name="chargetotal" value="13.00"/> 

<input type="hidden" name="currency" value="978"/> 

<input type="submit" value="Submit"> 

</form> 

</body> 

</html> 

 

3.4 Amounts for test transactions 

 



  

▪ 

▪ 

▪ 



  

 

▪ 

▪ 



  

▪ 

▪ 

▪ 



  

▪ 

▪ 

▪ 

▪ 



  

 

6.1 Capture payment details 



  

6.2 Capture billing information 

6.3 Capture shipping information 



  

6.4 Validity checks 

▪ 

▪ 

▪ 

 



  

 

▪ 

▪ 

▪ 

▪ 

▪ 

▪ 

▪ 

▪ 

▪ 

▪ 



  

▪ 

▪ 

▪ 

▪ 

▪ 

▪ 



  

8.1 3DSecure Split Authentication 

 

<!-- #include file="ipg-util.asp"--> 

 

<html> 

<head><title>IPG Connect Sample for ASP</title></head> 

<body> 

<p><h1>Order Form</h1></p> 

 

<form method="post" action=" https://test.ipg-online.com/connect/gateway/processing 

"> 

    <input type="hidden" name="txntype" value="payer_auth"> 

                <input type="hidden" name="timezone" value="Europe/Berlin"/> 

                <input type="hidden" name="txndatetime" value="<% getDateTime() 

%>"/> 

                <input type="hidden" name="hash_algorithm" value="HMACSHA256"/> 

                <input type="hidden" name="hashExtended" value="<% call 

createExtendedHash( "13.00","978" ) %>"/> 

                <input type="hidden" name="storename" value="10123456789" /> 

    <input type="hidden" name="checkoutoption" value="combinedpage"/> 

                <input type="hidden" name="paymentMethod" value="M"/> 

    <input type="text" name="chargetotal" value="13.00" /> 

    <input type="hidden" name="currency" value="978"/> 

                <input type="hidden" name="authenticateTransaction" value="true"/> 

<input type="submit" value="Submit"> 

</form> 

</body> 

</html> 

 

 

{txndate_processed=17/04/20 17:17:32,  

ccbin=542606,  

timezone=Europe/Berlin,  

oid=C-2101f68a-45e9-4f3c-a6da-1337d5574717,  

cccountry=N/A,  

expmonth=12,  

hash_algorithm=HMACSHA256 

https://test.ipg-online.com/connect/gateway/processing


  

currency=978,  

chargetotal=13.00,  

approval_code=Y:ECI2/5:Authenticated,  

hiddenSharedsecret=sharedsecret,  

hiddenTxndatetime=2020:04:17-17:32:41,  

expyear=2024,  

response_hash=LarWYFSNgEToq13HlvyslX6hywi2T/nMn8jMY+1kxkI=, 

response_code_3dsecure=1,  

hiddenStorename=10123456789,  

transactionNotificationURL=https://test.ipg-

online.com/webshop/transactionNotification,  

tdate=1491824253,  

ignore_refreshTime=on,  

ccbrand=MASTERCARD,  

txntype=payer_auth,  

paymentMethod=M,  

txndatetime=2020:04:17-17:32:41,  

cardnumber=(MASTERCARD) ... 4979,  

ipgTransactionId=84120276797,  

status=APPROVED} 

 

8.2 Dynamic 3D Secure based on the card issuer’s country  



  

 

 

▪ 

▪ 



  

▪ 
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14.1 Response to your Success/Failure URLs 



  



  

14.2 How to generate a hash for a response 

14.3 Server-to-Server Notification 

▪ 

▪ 

▪ 



  

▪ 

▪ 

▪ 

▪ 

▪ 

▪ 

▪ 

▪ 

▪ 

▪ 

▪ 

▪ 

▪ 



  

stringToExtendedHash = 

13.00|combinedpage|978|HMACSHA256|M|https://localhost:8643/webshop/response

_failure.jsp|https://localhost:8643/webshop/response_success.jsp|1012345678

9|Europe/Berlin|https://localhost:8643/webshop/transactionNotification|2021

:09:06-16:43:04|sale 

HmacSHA256(stringToExtendedHash, sharedsecret) 

Base64: 

EapafBqqOF6N/kch8USkHPGh+fwSko24h6FpQnQHfQ8= 

 

<input type="hidden" name="hashExtended" value="  

EapafBqqOF6N/kch8USkHPGh+fwSko24h6FpQnQHfQ8="/> 

 



  

<!-- google CryptoJS for HMAC --> 

<script LANGUAGE=JScript RUNAT=Server src="script/cryptoJS/crypto-

js.min.js"></script> 

<script LANGUAGE=JScript RUNAT=Server src="script/cryptoJS/enc-

base64.min.js"></script> 

<script LANGUAGE=JScript RUNAT=Server> 

    var today = new Date(); 

    var txndatetime = today.formatDate("Y:m:d-H:i:s"); 

 

    /* 

        Function that calculates the hash of the following parameters as an 

example: 

- chargetotal 

- checkoutoption 

- currency 

- hash_algorithm 

- paymentMethod 

- responseFailURL 

- responseSuccessURL 

- storename 

- timezone 

- transactionNotificationURL 

- txndatetime 

- txntype     

- and sharedsecret as the secret key for calculating the hash value 

     */ 

 

    function createExtendedHash(chargetotal, currency) { 

        // Please change the storename to your individual Store Name 

        var storename = "10123456789"; 

        // NOTE: Please DO NOT hardcode the secret in that script. For example read 

it from a database. 

        var stringToExtendedHash = 

chargetotal|checkoutoption|currency|hash_algorithm|paymentMethod|responseFailURL|re

sponseSuccessURL|storename|timezone|transactionNotificationURL|txndatetime|txntype; 

 

        var hashHMACSHA256 = CryptoJS.HmacSHA256(stringToExtendedHash, 

sharedSecret); 

  var extendedhash = CryptoJS.enc.Base64.stringify(hashHMACSHA256); 

 

        Response.Write(extendedhash); 

    } 

 

    function getDateTime() { 

        Response.Write(txndatetime); 

    } 

</script> 

 



  

<!DOCTYPE HTML>  

<html> 

<head><title>IPG Connect Sample for PHP</title></head> 

<body> 

<p><h1>Order Form</h1> 

 

<form method="post" action="https://test.ipg-

online.com/connect/gateway/processing"> 

 

 

<fieldset> 

        <legend>IPG Connect Request Details</legend> 

        <p> 

            <label for="storename">Store ID:</label> 

            <input type="text" name="storename" value="10123456789" 

readonly="readonly" /> 

        </p> 

        <p> 

            <label for="timezone">Timezone:</label> 

            <input type="text" name="timezone" 

value="Europe/London"  readonly="readonly"/> 

        </p> 

        <p> 

            <label for="chargetotal">Transaction Type:</label> 

            <input type="text" name="txntype" value="sale" readonly="readonly" /> 

        </p> 

        <p> 

            <label for="chargetotal">Transaction Amount:</label> 

            <input type="text" name="chargetotal" value="13.00" readonly="readonly" 

/> 

        </p> 

        <p> 

            <label for="currency">Currency (see ISO4217):</label> 

            <input type="text" name="currency" value="978" readonly="readonly" /> 

        </p> 

        <p> 

            <label for="txndatetime">Transaction DateTime:</label> 

            <input type="text" name="txndatetime" value="<?php echo getDateTime(); 

?>"/> 

        </p> 

        <p> 

            <label for="hashExtended">Hash Extended:</label> 

               <input type="text" name="hashExtended" value="<?php echo 

createExtendedHash('13.00', '978'); ?>"  readonly="readonly" /> 

        </p> 

        <p> 

            <label for="hashExtended">Hash Algorithm :</label> 

            <input type="text" name="hash_algorithm" value="HMACSHA256" 

readonly="readonly" /> 

        </p> 

        <p> 

            <label for="hashExtended">Checkout option :</label> 

            <input type="text" name="checkoutoption" value="combinedpage" 

readonly="readonly" /> 

        </p> 

        <p> 

            <input type="submit" id="submit" value="Submit" /> 

        </p> 

    </fieldset>    

 

</form> 

 

<?php 



  

function getDateTime() { 

    return date("Y:m:d-H:i:s"); 

} 

 

function createExtendedHash($chargetotal, $currency) { 

// Please change the store Id to your individual Store ID 

// NOTE: Please DO NOT hardcode the secret in that script. For example read it from 

a database. 

$sharedSecret = "sharedsecret"; 

$separator = "|"; 

$storeId= "10123456789"; 

$timezone= "Europe/London"; 

$txntype= "sale"; 

$checkoutoption = "combinedpage"; 

 

$stringToHash = $chargetotal . $separator . $checkoutoption . $separator . 

$currency . $separator . "HMACSHA256" . $separator . $storeId . $separator . 

$timezone. $separator . date("Y:m:d-H:i:s") . $separator . $txntype; 

 

$hash = base64_encode(hash_hmac('sha256', $stringToHash, $sharedSecret, true)); 

return $hash; 

} 

 

?> 

</body> 

</html> 

https://www.w3schools.com/php/phptryit.asp?filename=tryphp_function1
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